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=Cyber Security Board Report E . Demo < . Issues by category (139 vulnerabilities) .
«Date: 20200703 | —
Demo Priority Issue Count
CRITICAL: Server Vulnerabiliies 2
17216045
172.16.0.56
+C (51/100) CRITICAL Open Ports: T
- Data breaches Collected 1125 days ago 721608
There are § email breaches, of which 2 are ertical. Vou have accepted no email breaches. 15:28, 03 Jul 2020 172.16.0.15
172.16.0.45
The most recent breach was December 2021 T s
§ - ) ) - .Data
«Web certificates and encryptic « Domains (98 identified) id.demo. aegis-
There are 14 web certiicates that pose a non-critical securiy theat. You have accepted T [GH=  Server Vuinerd T Company Date of Breached In ion
Mo data rom the previous month ablink 1z b demo.asgis-ew.com 1;; :g g 3 Breached Breach
” _ 2017-05- .
In the past three months there were 14 domains that have nly been seen with issues. ablink nz ¢ deme acgis-ev. com 172.16.0.8 oococot @d demo aegis-ew com-Zomato 17 Email addresses, Passwords, Usemamss
ablink nz demo aegis-ew_com 1721605 i Bl 2 5 T
7 . _ -09- Email addresses, Passwards, Phone
.Open ports': 2 ablink nz f.demo. aegis-ew.com: 172.16.0.12 :000ccoe: 1(@d. demo. aegis-ew.com-Zynga
There are 14 server addresses with open porls, flaliia o 57 open ports. Thers are 3 server addresses vith ablink anline. ¢ dEmo, 36giS EW.com 17218013 01 numbers, Usemnames
crtizal open ports, otallan o 3 rtical ports. You have accepted no open pors 3DiNK. YOUTOrGer b.0ema. 36015 2W.com 172.16.0.55 h020-02. [EMail addresses, Job files, Names,
o et rom th prvious morih abrmail.nz b demo asgis-ew com 172 16.0.74 o00cce:1(@d. demo.aegis-ew.com-idb8151dd o Phone numbers, Physical addresses,
abmail . demo aegis-ew.com: RIGH Open Ports: Social media profiles:
10 the past three months there were 14 server addresses that have only been seen vith apen ports. abmall =z dermo acgis-cw con TEI603 Email addresses, Employers, Geographic
bmail.nz.f.demo, aegis-ew.com 17216.0.3 g N 2018-07- locations, Job tiles, Names, Phone
« Server vulnerabilities™ i 2 0000003 demo. aegis-ew.com-Apollo:
abmail onlin.¢.9emo. aegis-ew. com 172.16.0.4 23 numbers, Salutations, Social media
There are 39 server addresses with vulnerabilfies. lollg to 263 vulnerabilies. There are 2 server " profiles
addresses vith Grical vlnerabiltis, {olalng to 52 crfical vulnerabilfes. You have accepted no abmail.yourerder b demo.asgis-ew.com 17216.06
vuinerabiles. access e.demo aegis-ew_com 172.16.0.7 3 202112- Emall addresses, Names, Partial credit
sooocco(@d. demo aegis-ew.com
adverts ¢ domo. aegis-cw.coms 17216043 @ e FPleBaoker 3 card data, Passwords, Phone numbers
No data rom the previous monih b dorm scgle i oo 17216021 5 2019-07- Dales of birh, Emall addresses, Names,
In the past three months there were 39 server addresses that have only been seen ith vulnerabiles. api.e demo.asgis-evi.com 172.16.0.52 woccoa2@d demo.aegis-ew.com-MGH2022Update 1 Phone numbers, Physical addresses
1 vuln appears in . Most Dangerous Weaknesses. autodiscover.b.demo.2egis- ew.com 17216.0.7
autodiscover c demo_aegis-evr com 721607
= Notes § autodiscover d.demo acgis-ew._com: 172.16.0.7 Web certificates and encryption
1. The counts in each section are of non-sccepted fssues. An accepted issus is one that has been aulodiscover e.0emo aegis-ew com 721607
auditeq and deemed secure or othervise not a concern B HeTio 380 W S TITE0T Domain 1P Grade Protocol
2. Active port data. Only including priorcollecions with acfive port data Beta.c demo.acgIS-CW.Co » ablink nz b demo. aegis-ew_com 7216.0.63- A TLE12, T8 15
3. Actve vulnerabilty data. Only including prior callections Wit actve vuinerability Gata Dringgiracker b.demo.acgis-cw.Com 17216062 [abink nz c demo asgis-ev com 2160610 A& T512 1513
calering c demo aegis-ew com: 1721605 ablink_nz_demo. aegis-ew.com A72.16.0.31< A TLS1.2, TLS 1.3
& demo aegis-ew com 7216071 [3blink nz1.demo.aegis-ew.com 72160677 A TL512, 1515
Chipotle.c.0emo.acgis-Ew.com 721605
[d.demo.aegis-ev.com 72160,
[delivery b dema aegis-sw.com A7T2.16.0.74
[demo aegis-ew.com 7216.0.72
[devb demo acgis-evi.com 7216045
[dev.c.demo aegis-ew com 7216045
.demo.asgis-ew.com 172.16.0.52
EARLY WARNING L —
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